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EW-AIRM® Overview
 Origin story (UN Al CRA/Declaration)
e Components
* Risk Mitigants & Controls
e Al Black Swans
» Advantages/Benefits

e \What's Next?
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Al vs. Human control [2020]

Products/services with embedded Al systems and/or other digital
technologies may display the following characteristics:

e Autonomy means that an Al system is fully capable of modifying its
operating domain or its goals without external intervention, control
or oversight. Autonomy is the prerequisite for agency.

* Agency is the capacity of Al systems to act autonomously, make
decisions that achieve specific goals and interact with its surroundings
and environment. This involves understanding Al systems as entities that
can perform actions based on their programming and data inputs,
increasingly independently of human control.

* Physical and/or virtual environments may be impacted by such
products/services.

* Such products/services may also use persuasion to influence and change
human thinking, decisions, behaviours and actions.

e Al systems should NOT be able to override human control.
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Initial Quest: Reducing Humanity’s;tail-risk? [2020]

Status.quo:

Worth monitoring &
researching

| _ Al Autonomy | _
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The Evolving Digital Regulation of Goods and Al
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market &
Regulatory
initiatives

May
2021

UNGA Al Resolution A/78/L.49,
Unanimously adopted on 21 Mar 2024

Dec Apr Apr Jun Dec Feb-Apr | May Aug
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Mapping of Challenges Project Public WP.6 Al Expert WPS6 Al 34t
Internat. Responses Launch review Paper + Meetings CRA Annual

Standards

Al Regs map Session |

Phase 2

Session

Al Risk, Recs WP.6 WP6 '
Incidents to date: WP.6 Al m 331 Project 2
& Way Gap Project Project session Launch Public WP.6
forward analysis Proposal update endorses Session review Declaration
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UNGA Al Resolution A/78/L.86,
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UN ECE Declaration on Technical Regulation
of Products/Services with Embedded Al

» Government agencies & Governments can become signatories

» Aim to promote cross-border harmonization of technical regulations

M Working Party on Regulatory Cooperation and
5 Standardization Policies (WP.6)
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Al Adoption & Enterprise

-wide Al Risk Management?

95% of

Enterprises

deploy Al already
(or are seriously
considering it)

1 None of them

. have a robust Al Risk
\ Management framework
in place!
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Source: #RiskEurope 2025 : Enterprise-wide AI Rlsk Management® (EW-AlRM©) Keynote, Nov 2025
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,y foundational pillars

Strategic Layer & Ethics filter (HAIPECR)

Al Black Swans

| 1. Dix@ina!ioﬁ'! Toxicity

1.1 Unfair diserimination and 2.1 Compromise of privacy by obtaining. 3.1 False or misleading information
misrepresentation leaking or correctly inferring sensitive

information 3.2 Pollution of infarmation écosystem and
1.2 Exposure to toxic contént loss of consensus reality,

| 2.2 Al system security vulnerabilities and
| 1.3 Unequal performance across groups attacks:

m F T — P = —

4.1 Disinformation, surveillance. and 5.1 Overreliance and unsafe use 6.1 Power centralization and unfair
influence at scale distribution of benefits

5.2 Loss of human agency and autonomy
4.2 Fraud. scams, and targeted 6.2 Increased inequality and decline in
maniniation employment quality

Resilience
Layer

6.3 Economic and cultural devaluation of

{Operatlonal Layer 1=

overnance failur
Risk asseronent 656G . e

6.6 Environmental harm

7. Al System Safety, Failures, &
Limitations

7.1 Al pursuing itsown goals in conflict
with human goals or values

7.2 Al possessing dangerous capabilities =
7.3 Lackof capability or robustness IS
7.4 Lack of transparency or interpretability

= Taxonomy

7.6 Muiti-agent risks

7. Monitoring and review

1. Communication and consultation
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EW-AiRM® Strategic Layer

& @i

Strategic alignment + Organisational
Necessity assessment readiness

HAIPECR
Digital Ethics?

Should we do this?

Conduct Risk?

= i . . Al incentivises Human behaviou e b
ata + Te nologica . T is olerance +
Maturity AUdltablllty? ( Prioritisation
Can we explain the Black Box?

Through-the-life-cycle
Monitoring + Adaptability

Governance +
Accountability
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mming traditional ERM challenges... -
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...by augmenting with the MIT Al Risk Taxonomy =

Al Risk Repository |l 74 Al Risk Frameworks Database of 1,600+ Al risks

The Al Risk Repository

i

Website 2 Taxonomies Causal Taxonomy :
How, when + why?
@ g@g ggg Domain Taxonomy :
7 domains / 24 subdomains
Watch on (8 YouTube

Source: httos://airisk.mit.edu/ - watch the 2min explainer video here: https://www.youtube.com/watch?v=fCj-wJz6VCY
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= EW-AiRM® Operational Layer A

1.1 Unfair discrimination and misrepresentation 4.1 Disinformation, surveillance, and influence at scale
1. Discrimination 4. Malicious Actors
& Toxicity & Misuse

1.2 Exposure to toxic content 4.2 Fraud, scams, and fargeted manipulafion

1.3 Unequal performance across groupsSubtopic 4.3 Cyberattacks, weapons development or use and mass harm

2.1 Compromise of privacy by oblaining, leaking or correctly inferring sensitive information 2 Privacy &

2.2 Al system security vulnerabilties and affacks Secu rlty

3.1 False or misleading information

3. Misinformation

3.2 Pollution of information ecosystem and loss of consensus reality

1.1 A pursuing s own goals in confic ih Fuman goas o values 6.1 Power centralization and unfair distribution of benefits

1.2 Al possessing dangerous capabiles 6.2 Increased inequality and decline in employment quality

1.3 Lack of capaity or robustness 7.Al svstem Safety’ 6. Socio-economic & 6.3 Economic and cultural devaluation of human effor
: L Environmental Harms
7.4 Lack of transparency or interpretability Fallures & leltatlons 6.4 Competitive dynamics
7.5 Al welfare and rights 6.5 Governance failure
7.6 Mult-agent risks 6.6 Environmental harm
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The Al Risk Mitigations Quadrant A (831 controls)

Governance & Oversight Technical & Security
(30% - 248 controls) (12% - 101 controls)

« Board committees * Model security

* Risk Management (15%) « Safety engineering

» Safety frameworks « Alignment

* Impact assessment « Content controls

Operational Process Transparency & Accountability
(36% - 295 controls) (21% - 171 controls)

+ Testing & auditing (15%) * Documentation

« Data governance (7%) * Risk disclosure (5%)

* Monitoring (6%)  Incident reporting

* Incident response » Third-party access

o . ) :
(+ 16 /1% mltlgants not otherwise Categonsed) Source: https://airisk.mit.edu/blog/mapping-ai-risk-mitigations
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EW-AIiRM® Resilience Layer

Emergent Behaviours

Compounding
Unknown Unknowns

Accelerated Cascading
Effects

Extreme rarity
Massive impact

Retrospective predictability
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EW-AIiRM® Benefits
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WHAT'S NEXT?

Doing nothing is not an option!

Reinventing the wheel is unnecessary:

Key Strategic pillars, existing ERM frameworks,
HAIPECR, Al Risks, Mitigants and Al Black Swans!

Tech Dynamics require an agile & augmentable risk

management approach!

Enterprise-wide Al Risk Management®

IS needed to survive — and, ultimately, succeed!
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